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PatentaiiBprOche 

2^ DruckfMhi^aB Schutamuster zum Fttlachun^sschutz von Doku- 
menton, das sovobl •±nm visuolle aim Buoh elna masohinelle 
BchtheltsprUruns ez-laubtf dadurch ifekoniwcolchnot , da0 eln© 
rittchl^ vorsproixta Echtheitsinfonnatlon Im Schutzmuster 
enthaltan ist* 

2. Schutzmuster nach Anspruch 1,, dadurch ffokonnzatchnet , da0 
die Echtheitslnrormatlon aua einen kodlerton elfanuinorlschon 
Text beateht* 



3, Schutzraustar nach Anapruoh 2,, dadurch ffckannasaichnat, daO der 

cfCM 

alfanumariaohe Text eanz oder tallweisa aus Indtvlduellen 
lAronnationan (2) basteht, durch die aich zwal Dokumenta 
^lelchar Art unterachaldan. 

Schutzmuster naoh alneai der Ansprtlohe 2. und 3., dadurch k®- 
kennzolchixett dafi dar alfanuneriscbe Text binUr kodiert ist. 

5. SohutzKUstar nach ainaoi dar Anapra^ha 1, bta , dadurch ffc- 
kennzaidmat^ daft dla Versprelzun^ der Bchtheltalnfommtlon 
durch aneinandergttftlcrta FlKohamnuster (3) fireBo"-«tit, die sich 
in Ihran optlsChan Uflr^nvohartan in Beraloh dea slchtbaran 
und / Oder unsi<>htbaren Uchta untersoheiden. 

6. Schtttzimiatar nach ainam dar AnaprUolia 1. bla 5.» dadurch 
kennzeichnat» daft as aus untara6hladllohan zualnandar ortho*^^ 
^onalen oder blpolaran Flttchanmustam (3), Inabesondara Walsh- 
Karhunen-LoAva BasisfUhktionan susamen^satzt lat» 

7» Schutzmuster nach alnem der Ansprttche 1» bla 6», dadurch e*- 
kannzaichnatf daft as sl6h auf ainar transparanten Kunatstoff- 
folle berindat, dla mlt a«gras8ivaBi KXebstorf untar Drudc und 
Hltza auf dla zu schUtzenden Oberflftchen dea Dokumenta i^a- 
bracht wlrd» 
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8, Schutzmustar nach elnem dor Anaprttcli* 1. bis 6., dadurch ge--- 
kennzeichnetf doQ eo direkt aur das bu sobtttKende Dokuaent 
^odruclct wlrd. 

9« Schutsmustor nach Anspruoh daduroli ^ekennzelchnet^ daB 

da9 zu sohUtzende Dokument eine Banknote ^ ein Scheck oder 
ain Yertpapiar ist. 

10, Schutznufltar naoh Anspruch 7* dadurcH gekennseaichnat, 

daO daa au sohlltzende Dokument ein PaObild oder ein Ausveis 
ist. 

11* Varrabran sur Bohthaitsprtlfun^ das Sobutzmustera nach ainem 
der AnsprOcba 1* bis 10. mit Hilfe der Korrelatlonsdetektion, 
daduroh ipakannzaichnet^ dafi die ICorrelation mit ainea ]>i^ital* 
rachnar aua^fttbrt wird. 

12* Varrahran aur Bohthaitapriifuntf das Sohutzmustars nach ainan 
dar AnsprCloha f* bia 10»^ dadurch erekenneeichnatf dad eine 
Anordnunff sur optischan Korrelatlon banutst vird*- 

13* Varfahrau sur Brzau^^un^ einaa Schutzmuaters naoh alnaa dar 

AnaprCU^e 1* bia 10. dadurch isp^aimzaichnat, daB ain IHcitaX- 
rachnar banutat wlrd^ vm daa Sohutzmtatar auf daa Dckxment an* 
zupaaaan und daa 0okumant aalbst odar aine Druckmatriza hlar« 
titr harsuatallmi* 
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Dr«-Inff» Wolfram Szepanski 
Harbachtalatralle 21 
5too Aaclien 

Maschinell prUfbares Schutzmuater fttr Dokitmonte und 
Verrahren zur £rzeue:un^ und Prtifun^ dea Schutzmuatera 



Die Erflndtiiiff bezleht alch auf elxi maachlnell prUfbaraa Schutz^ 
muater fttr Dokumonte* <la8 elne ttber die Pl&che dea Dokumonta 
verapreizte Echtheitalnformatlon enthttlt» aowie auf Verfaliren 
zur £rzeu^uzi^ dea Schutztnuatera und zu seiner £chtbeitaprUfung« 

Unter de» Begrrlff "Dokument** aollen hior P&aae^ XdentitHtskar* 
ten, Berechtieun^eauatrelaa^ Kreditkartent Scheoka, Bahknoten, 
Vertpaplere und dgl. veratanden warden. Auf^prund dor waiten Ver- 
braltung di.eaar Dokumenta und der mlt ihnen verbundenan Verta 
vurden beralta varacULadena HaBnabmen sum Sohuts vor Naotiabmun^n, 
Radlerun^^n und aonati^n VarfKlaobun^^n an^evandat* Ala beaon-* 
dera aichar k6nnan Dokumenta saltan, daran £clithaltamarkmala nur 
achwar kopiarbar odar varflllaobbar alnd und daran Unvarfftlacht-* 
halt auf varachledana» von ainander unabhKnei&« Valaan und mlt 
ffarineen Aufwand geprilft warden kOnnan« Dabal aollta dar Ftllachun£;s- 
aobutz vorzuffawelae elne elnfacba vlaualla BobthaltaprUfun^ arlau-* 
ben» er aollta Jedocli auoli fttr elne maacl&inalla PrOfun^ durobi 
automatlacha Leae^rttta geeienat aaln, urn eina swalta, von der 
vlauellen Prllfung unabbttngiga Kontrolla su emtfi^llohen* Dartlber-* 
blnaua elgnen alcli maaclilnall prlifbara Dokumenta ala Zahlunga- 
mlttel fUr Vax^ufa* odar Galdvechaalautomatany ala Auawalaa fiir 
autoraatlaoba Zueangakontrollan uaw* und ttberall dort» wo elne 
^oBa Ansahl von Dokumenten wle z* B« Bahknotan odar Sohaoka ma-* 
achlnell reglatrlertf aortlart oder eazfililt warden muO. Oa^natand 
dar Brflndunif alnd daahalb ebenfalla eln Verfahran sur Haratellung 
von geachlitzten Dokumenten aowle Verfahran zu Ihrar maachlnallon 
EchtheltaprUfung* 
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Uiii Nnolialiiniineen zu erschvoren und PMlscliung^en leicht kenntlioh 
zu tfiachenp werden Dokumente vlolfach oilt. elnem Schutztnuster ttber* 
%ocon. Am httufi^sten verwendet werden kompliziarte Llnienmuster 
(Guillochen)^ die zwar olno vlsuelle Bchtheitsprafun^ erlaubeit^ 
die aber In der RegeX nlcht maschinell lesbar slnd, Dasselbe 
(;llt fUr Schutzinuster wit einer dreidiroensionalen optlschen 
Virkun^, ftlr die In den Ausleee*- iind Orrenle^ngBsohrlf ten 

23 3k 702 bzw. DT-OS 26 03 558) keinerlel Hinwelse auf 
oino niaschinelle Priifbarkeit ^egebea werden* 

Volter Bind Verrahren zum Dokument ens ohutz bekannt, die auf dem 
CrundcoOanken basieren, daO bestlDimce maschinell lesbare Inforwa- 
tionoh Oder Harkierun^en rUr einen FMlsoher unalchtbar «ur elnem 
Dokument ati£:ebracht oder in Ihm verbor^en slnd. Dies kann zum 
lloi»plel durch die Vorwendun^ von Materlallen rolt bestimroten elek- 
trlschon, ma^etlschen oder optlschen BieenachctTten erzlelt wer- 
den* Eln dorarti^er Dokument ens chut z 1st nlcht ohne HeB^erMte 
nachwclsbar und kann ohne zusKtzXlche MaBnahmen auch nlcht vlauell 
UberprUrt werden* Wird die Bxistenz der unslchtbaren HaK^lerun^ 
von elnem PMlscher aber dennoch erkannt, so besteht die Gefahr 
einer PKlachun^ oder Nachahmun^* 

K» wurde auch eln Radlerschut« vor^achla^en (dT-AS 25 30 905 
l>ei dem daa Dokument von einer homo^enen^ ±nrormationslosen Schutz<» 
ttcliicht bedeokt let, die slch In Ihren optlschen Bi^enschaften 
von der Infonaatlonsdruckl^arbe und vom Papier untersoheldet und 
die Radlerversuche In elnem Leee^erttt slchtbar werden IMBt. Klcht 
erTaOt werden duroh diesea YarTahren alle die FMlschungent die 
ohne Radierun^en dadurch zustande komen^ da0 z* B. in Kiartext 
auf das Bokument seschriebene Kamensan^aben oder Zahlenwerte 
durch HinzufQ^n von Buchataben oder Zlffem ver&ndert werden* 

1^ ist femer bekannt^ a ehr fl^ chunks si chore Dokument e dadureh 
zu orzeu^en^ daB man elne JSchtheitslnformatlon In Form elnes 
Iloloi^ramma (DT-AS 25 Ol 60k und DT-AS 25 46 OO?) oder elnes in 
Xunfltstoff eln^prSsten, optlschen Beusungs^itters (DT-AS 23 55 2lft) 
auf olnom Dokument anbrln^t* Bin schwleri^es, un^elSstes Problem 
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1st dabel die Erzeugtin« von kratz-, knlck- und knltterfeaten Holo- 
eranmen fUr Schecks und Banknoten, dla gleichzeltlff dUnn, hochfla- 
xibel und dauerbaft abnutzune»f««t aeln mttssen. Da die bekannten 
holosraphlsch goalchertan Dokumonta entweder ganz oder weni^atena 
an ihrer Obarfiach© aus Kunststorr bestehen, kttnnen auBerdem Scbwlo- 
rlgkelten entstehen, wenn die Dokunenta nachtrll«lleh beschrlftet 
Oder eeatenpelt wordon sollen. Bel der Maseenhor»tellun« von Do- 
kuoienten vixken alch die hohen HerstellunsBkosten fttr Hologramme 
zuBtttzlloh nachtelllff aua. 

Aufcrund der genannten Mlingel elnd die bleher bekannten Verfahron 
dea Dokumentenscbutzos fttr beatinmite Arten von Dokumenten «nt- 
veder earnicht oder nlcht ttkonomlaoh anwendbar oder ale erfOllen 
Ihre Schutafunktlon nur unzurelchond. Aufs&be dor vorllecenden 
Brflndune let ea deehalb. einen maeohlnell prOfbaren PMIaehunffa- 
achutz fttr Dokumento anzugeben, der In olner bevorz««ton AuafUh- 
rune aueh elne vlsuelle Eehtholtaprlifune erlaubt» und der bei al- 
ien elnsanea deJflnlerten Dokumonten anwendbar let, ohno die ee- 
nannten Hacbtello blahor bekannter Sehutwnethoden au bealtzen. 
Ba iat femer Aurgabe der Errindung, VarTahren anaueeben, mlt do- 
nen die Reratellune dea Sohutaes eowle aelne naaoblnelle PrUfung- 
mtfslloh 1st. 

Ma Orondldea zur Lttauaff der Aufgabe beateht darln, die «u acbilt- 
aenda PlKohe elnea Dokumentea untrannbar mlt elnen Sohutamuator 
ztt verseben, dae elne kodlerte, Uber die eeaamte zu acbtttzende 
Fiacbe veraprelzte Bohthaltalnfonnatlon enttaULt. Ala Bcbtbelta- 
Infonnatlon elsnen aicb dabel belleblge alfann«erlaohe Texte. 
Brflnduneaetwnttfl wlrd die Kodlerun« der Bcbtbeltalnforwatlbn und 
Ihre Versprelzung Uber die zu acbfltaende Flllobe dadureb errelcht, 
dafl die elnzelnen alfanumerlacben Zeloben zunHotaat durob die Sym- 
bol e elnea zwel- oder nehrwertlgen Kodea eraetst werden. Dabel 
let aua der Hacbrlcbtenteohnlk bekannt, dafl alob ait elne* n-atel- 
llgon and n-wertlsen Kode Ham* veracbledane Zeloben daratellen 
laasen. Mlt Hilfe elnea aechetelHeen Blnttrkodes laaaen alob so yium 
Beisplel inaseaamt H » 2^ » 6^ veracbledene Buebstaben, Zlffem 
und Sonderrelcben kodieren, eo daO Jedea dleaer Zelehen durch 
n « 6 blnHre Symbole dargeatellt wlrd. Jedem der m veracbledenen 
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Kadeaynbol* wlrd nun elnes von m untersoliiedlichen PlKchenmustttm 
zu^eordneti dLm als optiache TrK^rslgnala rtir die entsprechendaa 
Kod«symbole V9r«r«nd«t werden, Jedes alfaAumerlsoho Zaibhen odor 
Sonderselohen kann aomit duroh n flttclil|r an^ordneto Fiachenmuster 
reprffsontiox^ vorden« Bestaht dia In Schutsinuster bu kodleronda 
CohtheitalnTomiation aua k airanumerisohan Zelchen^ oo er^ibt aioh 
durch syatoraatiaoha Anordniui^ dar ainzalnan, die Kodasymbola ra- 
prMaentlarandan Plftchenmuatar aln zusammanhMngendaa Schutzmustert 
das aua ina^aaamt k * n PlMohonmuBtezm auT^abaut iat. 

Dam Srflndun^ai^adankan Tolland wIzkI nun vor^eachlai^any diesaa 
SohutBmuatar dan zu achtitzanden Dokumant zu Uberla^rn und as mit 
Ibn auf i^aignata Vaiao untrannbar zu Tarblndan, Dla Halligkalta-* 
varta von Dcdcumant und Sohutztnuatar JTBThlnden atoh dal>ai zu ainam 
optiaohan Gaaamtaindruok, dar dam dar bakanntan Llnlanmustar tthn- 
ll«h lat, Bal adLnar vlaualXan PrOJTune auf* thxvorrttlaobthelt wardan 
Manipulatlonan daa Dokumanta an Varlatjmn^an da«!^clmt2ttuatar« 
an varlbidartan optiaohan Oaaantalndruok ozkannt* Da daa S6hutz» 
naatar nur aua vohldarinlartan Grundalanantan, nttnlloli den n un* 
taraohiadllohan PlEohannuatam auT^baut iat^ lABt alck dla In 
Bohutziauatar kodiarta BofaLtbaltalnromatlon durch Untarachaldun^ 
dar ainsalnan Flttohaimaatar naaohlnalX dakodlaran. Ein bal alnam 
PUaohun^avarau^h zarattfrtaa PlMohannuatar Hlhrt zwaneaXMufl^ su 
oinw fahlarhaTt dakodlarten Bchthaltalnformatlon, ao daO dla 
Manipulation naachlnalX aalbat dann az9cannt wlrd^ wann dar optl- 
aoha Caaai rta in dro ok daa Bokunaata unrardlchtlip araohalnt* 

Unzalhaltaa and waltara Xlsana«>haftan dar Erflnduni^^ wardan In 
rol^andan a rt hand dar Zalohnuni^an arlttutart. 

Ba zali^an 

^Iff* 1 aliian Auaachnltt aua BLnem IVskumant ohna arflndun^a* 

endftOaa Sofautnnatar 
Fl|^« 2 aln MtaftlhraaBrabalaplal alnaa arrindun«paeasABaa 

Sohut znua tar a 

Pl^* 3 alnan Auaachnltt aua alnan I>okunant, daa durch aln 

arflndun^airemttOaa Schutznuatar e^achtitzt lat. 
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Flff. h " 9 verschledena Belsplele fttr die die Kodesymbole re- 

prHoontierenden Flttohenrauster 
Flff. 10 eine Anordnun^ zur automatischen EolitbeitsprUfuzi^ 

Fi^« 11 elne weltero Anordnun^ but automatischen BohthoitB* 

prtifun^ 

Flg^# 12 eine Anordnun^ zur Earzeugun^ von Dokumenten mlt or- 

rindim^ssemHBeni Sohutzmuster 

Fig, 1 zei^ elnen Ausschnltt aus elnera Dokuraent, das nit Ublichen 
Fftlschunesschutzmltteln wie Wasserzoiphen, Metaliraden und dgl, 
versehen soin kann. Dabei ist aur elnen Dokumententrtli^r 1» der 
aus Kunststorr besteben kann, vorzui^welse aber aus Papier be- 
atehen sd11» die das Dokument kennzeichnende Information in Form 
von Schriftzeicben oder sonstigen Markierungon auf^ebracbt« Dia- 
se Information bestebt weniffstens zum Tell aus einer IndividueX- 
len Information 2» die ein bestimmtes Dokument von anderen Doku- 
ment en der eIo^<^w unterscbeldet, Bel Ausweisen aind dies 
vor allem die Au8wei8nummer« personenbezoffene Daten dee Ausweia- 
inhabera, sowie Aussat>es telle und Datum* In Fiff* 1 bestebt die 
indivlduelle Information 2 beisplelavelse aus Sobriftzeiohen^ die 
den Namen der Bahk« die Konto- und die Sobeoknuimaer bezeiohnen* 
Vor allem dieae indivlduelle Information ist fttlacbun^screfMbrdet 
und Bollte vorzu^svelse ala Tell der Sobtheltainformation in das 
Sohutzmuster elnkodiert verden.Dles verbindert eine FElsobunir der 
individuellen Information dnrcb Hlnzuftt^n von Klartextzeioben^ 
da die Fttlsobuns durob Verffleich mlt dor d^odierten Information 
des Schutzmust era exkannt wird* 

In Fi^* 2 1st ein erfindun^s£:emttBes Sohutzmuster sohematlsoh dar- 
gestellt. Bs bestebt beisplelsiteise aus der vlederholten Anord- 
nun|^ von k unterschiedlichen Flttchennustem 3t <lio Symbols 

elnes bier vlexvertlff an^enommenen Kodes reprftsentleren* Solbst- 
veretMndlieb sind auch bellebic^e andere Kodieruneon Inkluaive 
krypto^raphi sober Verscblttsselun^n anwendbar* Zur Reduzieruns 
des AufKsnds bei der Herstellun^ tuid Prtlfung dee Schutzmusters 
wird vorzugsweise ein blnMrer Kode vorgeschlaeen. 
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Die unteraoUedldLolien FIMoheiiauster slnd In Fl^. 2 durch untex^ 
aohiedlioh* Sobramax-un^n ^kennseichnet und dabel so an^eord- 
nat^ daB m±m aln Schutxorastar bilden, das dia i^esaata m sohUtxen** 
da DokumentanTIftolia bsdeokt. Zusfttslich su den FliLchenmustertl 3 
warden Narfclerungen 4 vorgesehen, dla zua Lesen und Dekodieren 
d«r in Sehutamister enthaltenen Kohtheiteinformationen bentftlgt 
warden* 



F±s^ 3 zai^ aln erf indungs^emiUI e^scbtttstaa D<^unent 3, bel den 
die individuelle InToxuation 2 Bestandteil der Bcbtheitsinronaa- 
tion let und in Icodierter Form fiber die Flttohe des Sohutzmustera 
versiMreist iat* Die untrennbare Verbindung von Dokument and Sobutz- 
muster kann vorzugsveise duroh ttberdruoken des Ookunents geseba* 
hen* Bine andare Art der Verbindun«r zeigt Fig* 9 als stax^ ver- 
^K0ertea Queraohnitt duroh ein Dokunant* AuT einan Dokument en«» 
trllK«r 1, auT den eine individuelle Information in Klax^text auf* 
ir*drttokt istt wlrd nit Hilfa eines sehr agrasaivan JUebstofrea 10 
eine dttnne* tranaparente Kunststofrolia 9 aur^ebracht, die vor- 
ber. auT ibarair dan D<^ciment sugawandtan Salta nit ainen erfln- 
dungsgenaSan Sobutzmster l>adruokt vurde. Duroh Druclc und Hitza 
ISBt aich die Kunstatoffolia 9 untrennbar mit den DokumententrH* 
ger 1 varbindan* 

Dia Fl&ehenMuster S^aus denen das Scbutzuuatar gebildet wird, 
beatahan dLhranaita aua niadastana zvai Artan von Raateralanantan 
6« 7 «iit untareeihiadlioban Reflexions* und / oder Trwamisaiona* 
und / Oder Fluaraszanzeigansohaftan in aiohtbaran und / odar un* 
aiei&tbaran TaiAdaa X4.ohtspaictmns« So v^m^^-ii son Balapial in aioh 
iMthrfaxMaa und varaohiedan strukturiarta Fltt<>hennttatar arzeu^ 

verdant dia aoircihX bai einar visuellen ala aueh bel ainer nasohi« 
nallan Sohthaitaprftfuns nit optisoben Mittaln unteraohieden war- 
dan klSnnan« Ita dia Siohao^ii das S^utsanaatax-s waiter ra var^rtf- 
Ham, laaaan aiah suafttzlitdi andare Prftfteathodan anwenden* So 
kllnnan zun Balapial untera^hiadliohe Flft^ennuatar 3^ dia untar- 
s^hiadliohen K<ideaynbalen antaprecbent ' durch Zustttza zur Druclc- 
farba auoh nacnatiaoh untarachaidbar gawaoht warden* Kiarduroh 
wird eine Hac h a b a wn g daa Soimtzmistera duroh einan optiaiAen Kb- 
piarvorsanc vaxhindart. 
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In Pie* ^ bis Fiff* 8 sind versohledena AusfUhrun^sbeisplele ftlr 
di* Flttchenmuster 3 dar^estellt* Die Be^en2une»linio •InseXner 
FlUchenmuster kaim dabei ballebie verlaufant ale kann s. B* 
quadratlaoh, reditaokl^, sachaaokiiP adar unra^lmllOiir via in 
Fiff* 7 aain« ZwacknttBi^ ^mrden Jadook aolcha Baffransun^slinian 
bevorzufft^ dia ein Ittckanloaas Anainandarftl^ii dar FlKchanmuatar 
emaffllchan. Bbenso aind dia Form und CIrdAa dar mlndastena aswei 
Art an von untarsohiadliohon Kastaralamantan 6, 7 ballabi^* 

r 

Sind dia SOhriftzaichan, Markiarungan und bildliotian Darstallungan 
ainaa Dokunanta abanfalla ^raatart, ao kOnnau dia Rastaraloman- 
ta 6y 7 dar Flttchanmustar 3 auT baliabl^a Vaisa sit dan Raatar- 
alanentan dar Sebriftaalchan, Karkiarun^an und bildlichan Dar- 
atallun^an varaehachtalt aain, wia diaa an ainaa Baiapial in Fig. 8 
^ezalst lat. Dia Rastaralamanta 6» 7 ktfnnan abar auoU direkt dam 
Druckbild dar Schriftzalokan^ Harkiarun^ran und bildlichan Daratal*- 
lun^an ftbarla^art vardan* Dabai vardan dia Hallifi^aitavarta das 
uraprtinelichan Druckbildes varttndart, Un Vardaokun^n daa Druck«> 
bildaa su varmaidan, mttaaan Halli«^aitawarta, OrttOa und Form dar 
Rastaralananta dam zu acbtttzandan Dokumant anffapafit vardan. 

Zur Kodiarunc dar BohthaitainTomation boaondara ^ai^nata Fltt-- 
chanmuatar 3 aind ^wiaaa* orthocronala Kazikunan^LoIra Baaiafunk«* 
tionant dia nan durc>h aina KaAunan^LoAva Ortbogonalsarlaguns daa 
zu achatzandan Dokumants savinnt. Dia Thaoria dar Ortbo^onalzar^ 
laeuxiff von Fuhktionan iat aua dar Matbamatik b^kannt und vird in 
dar Nacbribhtantacbnik auT Slgnala ane«vandat« Blnzalhait an zu 
ainar darartigan Anpaaaun^ dar Fiaobanmustar 3 mn dia zu aohUtzan-* 
den Dokutaenta aind in dam Artikal " A Signal Thaoratic Hatbod for 
Craatin^ Forgaiy Proof Documanta for Automatic Varif ication* , 
Proceadinffs of Cajfv^^^an Confaranca on Crima Countarmaaauraa, 
Univaraity of Kentuokyt Laxln^ton, 16, - 18, Mai 1979» Seita 101 - 
109f zu findan» 

Dia Varwandun^ von gewiaaan, scbacbbrattarti^an' Karhunan-Lo^va 
Baaisftmktionan armO^rliclit va^en dar Ortbo^onalltKi dar Basis- 
fuhktionan ainarsaits aina optimala Untarschaidbaxkait untersohiad- 
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lloher Pli&olieiuntster und ^wIlhrleiBtet elne besonders sttfrunemp. 
flndliohe imokcowimiun^ dmr Im Schutznmster onthalteMn £clitheltfl« 
InTormtion. J^|hnliol&* Srffebnisa* verden dureh die Ferwendun^ von 
•ohaohbrottartlffen Valsh-Funktlonen als Piacbenmust^r 3 «rzl«lt» 

Fig, 12 Bt«llt elne Anordnung dar, inlt der die fUr eln Dokument 
optlmalen Fiaohenimister bestlmt und oln I>okument mlt dem erfln- 
dungsgeBttBen Sohutznuater venehen warden Icann. Per DokumententrM- 
ger 1 irird suenmen mlt der m ochtttzenden Indlvlduellen Informa- 
tion 2 duroh eln optleohea System 11 und elnen opto-elektrlschen 
Vaodler 12 sellenvelee abffetaetet^ fldr dan Halll^^ltaver* 

tan antapreohaadan al^Octrlachan Sl^poala warden durch den Analog- 
Dlirltal^Umsataar 13 dl«itallalert und adLt Bllfa dea 01cltalreolw. 
nere 1^ In orthogonal a Karliunen^Loiva BaalaiTUnktlonen «arle^« 
Ala ffeel^ete FlKohenmuetar warden die BaalajTuiiktlpnen auegewKhlt, 
daran rZarleeuneakoaiTlslantan die fferln^ten Varlanzan baaltaen, 
Wne ala all'tenlmarlaolier Text ttber die Taatatur 23 eln^gebane 
Stth^ieltalnroraatlan wlrd duroli den U^talreohner 1* naoh elnam 
▼ox^Sas^banan iCoda^ s« blnfir^ lcodlart« INLa Xodeaymbola dar ao 
kodlartan MbtlialtalnroxnatJLan warden vam Distal raclmer anaoULla^ 
Send durdi die auacairtOatan Fiaobenmuster eraetat und den distal 
ir««P*l<diartan Halllgkal^awarten dea uraprilnfl^lcilien DoJoumenta xa- 
aam m an mlt alnar I^aaaiMacidLamne * «barla«art* ITaoii alnar IH«ltal- 
Analoc-Vmaetauaff Joum daa mrtindmsmfswaMA eeaehtttata Dokument von 
ainam al^ro-^ea^itlaahm Vandlar Zk aatwadar mxt mtnmn llcbtamprind- 
Uobaa lUkttmant^^trKcm* odar auT aina OruitfCBiatrlae an^Kaaelohnet 
verden* Slna a^iflOLloha Aawenduns fttr dla An«»rdnuac Fl^. 12 lla^t 
balaplalavalaa darin« eln Fafifoto mlt alnan BObutsmuatar su ftbar^ 
laeam, daa dla paraonanbeaoganan Batan daa AuawelalAh^»aTa In 
kodlartar Fom antbftlt*. Anawalaruiaoibunsen duroh Auatauaoh dea 
FaBfotoa warden ao varlilndart* 

Fl|r. 10 aeiirt alna Anordnuni^ aur Bcihtlialtapz^lKuiff ^Inmn Dakuron^ 
tea 5# daa mlt alnam arrindunea«;aai&fian S<Autzmuater varaaban let. 
Sla lat bla mat dla Taatatnr 25 und dan alaktro-optiaelian Itandlar 
2%, an dasaaa Btalla dla airattnmerlaobe Anaelge 15 tritt^ Identla^, 
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Die Unterscheldun^ der den Xodeeymbolen entsprectienden FlKcben** 
muster erfol^ la Mffitalreohner l4 mlt Hllf'e der Correlations* 
detektlon^ elnem VerTaliren^ daa aua der Kaohrlehfentedmik und 
der Mustererkennunir bekannt let* Hierbel vlrd die bsreits er» 
wMhnte Markierun|f k zur Synebronisatlon dea Abtastera vervendet* 
Nach der Dekodlerun^ vlrd die in Sckutsnntater entbaltene Infer-* 
nation In der Anasel^ T5.-An£*seifft« PKlaobun^en laaaen slob durob 
Ver^leicb mlt dem Klartextaufdru6k dea Dokumenta erkennen* 

Plff* 11 zel^ scbematlacb elne weltere Anordnun^ anr Bcbtbeltsprtt-* 
run^ elnea Dokumentea 5 mlt Sobutamuater» die ant dem Prlnzlp der 
optiscben Korrelatlon berubt* Zur Terelnfaobung der Beaobreibunf 
ael an^renonmen, daO daa Sohutsmuater blnMr kodlerte Datea entbttlt» 
die mlt nur elnem elnslgen Flftobenmnater dar^estellt aind. Dieses 
FlAchenmuster let Je naob Kodesynbol poaltl'T oder negatlv (invar* 
tlertj^m Scbutamuster entbalten. Daa Dokummt 5 b^fladet aieb in 
der vorderen Brennebene der Llnae 1? und vlrd durc^ elne kobMrente 
Llcbtquella 16 belauobtet« In der binteren Brennebene der Llnse 17 
und ffleicbseltlg In der vorderen Br^^nnebene der Linae 19 berindet 
aieb ein Holosranm 18 dea datentraffendlen Plftcbennuatera. Die in 
der binteren Brennebene der Llnse 19 auf einer Mattsebeibe 21 ent- 
atebenden Helllgkeltaverteilttne«tt entbalten die Autc^correlation 
der Fia6ben«aater nit poeitiven oder negativen Toraeieben. t7m die 
binlren Kodeaymbole am Vorseloben dmr Autokorrelatl^en au unter* 
aobeiden, vird die Mattaobeibe ^l0t6b»m±tl§; durolk einen kobllrenten 
Bererenzstrabl 20 be'leucdbtet^ der aine Aualttsobuni^ der Jeni«^n Ilel* 
liCkeltsverteiluneen bevlrfc^.v.die nejcaMvett Korrelatienaverten 
entsprecben. Die binter 4iaer t«omblliwla 1^2 aiiffeb«mel|ten Fboto- 
detektoren 23 vandeln die Hell-Duwel-yerteiXunc^ ik MMctrisobe 
SignalOf die von elnem Analo^-Dl^ital-^Vmaetaer 13^dd!gitaliaiert 
und vom Di^talre6bner 1% dekodlert und in der alfanumeriacben 
Anseii^ 15 an^eaeifft verden* 

r . - ■ * . ^ "' ■ ■ 

In der SrTlndun^ vird ein neoartii^a 8<sbutzmuster^ aiici»S*ben« daa 

einan Kbnlieben Scbuts vor Fftlsobunff bietet, vi#^#^ Hblogranmy 

daa Jedoob im Ge^enaats au Holoffraamiea druekteebniaiiA auf ainem 

Dokument an^braobt verden kann und Ti«i0*iti|^r elnaetabar iat 
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al0 Hologranaie* Daa erf Indunsa^emKA^ Schutzmuatar eriaubt au0er-> 
da« ain# irlaiiwlla Schtheltsprflfun^ und kann durch zuatttsllcha 
NaAnahman via mcnatlacli wlzlcaaBie Druokfarben vor ainar optiaohan 
Naehahmunff ^aehtttst vardaa. Ba atallt aontit alna waaantlloha 
Ervaiterun^ dar blsber bakanntan Matbodan zum Plllsobuxi^aaohuta 
von Dokumantan dar« 
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MECHANICALLY TESTABLE PROTECTIVE PATTERN FOR DOCUMENTS AND 
METHOD FOR PRODUCTION AND TESTING OF THE PROTECTIVE PATTERN 



1. Printable protective pattern for forgery protection of documents, which permits both 
visual and mechanical authentication, characterized by the fact that surface-straddling 
authentication information is contained in the protective pattern. 

2. Protective pattern according to Claim 1, characterized by the fact that the 
authentication information consists of a coded alphanumeric text. 

3. Protective pattern accordmg to Claim 2, characterized by the fact that the alphanimieric 
text consists fully or partially of the individual information (2), through which two documents of 
the same type arc distinguished. 

4. Protective pattern according to one of Claims 2 and 3, characterized by the fact that the 
alphanumeric text is binary-coded. 



* [Numbers in the margin indicate pagination of the original text.] 
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5. Protective pattern according to one of Claims 1 to 4, characterized by the fact that 
straddling of the authentication information occurs by surface patterns (3) joined to each other, 
which differ in their optical properties in the region of visible and/or invisible light. 

6. Protective pattern according to one of Claims 1 to 5, characterized by the fact that it is 
composed of different bipolar surface patterns (3) or surface patterns orthogonal to each other, 
especially Walsh or Karhimen-Loeve base functions. 

7. Protective pattern according to one of Claims 1 to 6, characterized by the fact that it is 
situated on a transparent plastic film, which is applied under pressure and heat to the surfaces of 
the docxmient being protected with an aggressive adhesive. 

8. Protective pattern according to one of Clauns 1 to 6, characterized by the fact that it is /2 
printed directly on the document being protected. 

9. Protective pattern according to Claim 8, characterized by the fact that the document 
being protected is a bank note, a check or security. 

10. Protective pattem according to Claims 7 and 8, characterized by the fact that the 
docimient being protected is a passport or identification. 

1 1 . Method for authentication of the protective pattem according to one of Claims 1 to 10 
by means of correlation detection, characterized by the fact that the correlation is conducted with 
a digital computer, 

12. Method for authentication of the protective pattem according to one of 
Claims 1 to 10, characterized by the fact that an arrangement for optical correlation is used. 

13. Method for production of a protective pattem according to one of Claims 1 to 10, 
characterized by the fact that a digital computer is used, in order to adjust the protective pattem 
to the document, and to produce the document itself or a printing matrix for it. 

The invention concerns a mechanically testable protective pattem for documents, which /3 
contains authentication information that straddles the surface of the document, as well as a 
method for production of a protective pattem and its authentication. 

The temi "document" is understood here to mean passports, identity cards, authorization 
papers, credit cards, checks, bank notes, securities, etc. Owing to the widespread use of these 
documents and the value connected with them, various measures to protect against imitation, 
erasure and other forgery have abready been used. Documents whose authentication features are 
difficult to copy or forge, and whose authenticity can be checked in different ways independent 
of each other at low cost, are considered particularly secure. The forgery protection should then 
preferably permit simple visual authentication, but should also be suitable for mechanical testing 
by automatic readers, in order to permit a second check independent of visual examination. 
Moreover, mechanically testable documents are suitable as means of payment for vending or 
money exchanging machines, as identifications for automatic access controls, etc., and anywhere 
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a large number of documents, like bank notes or checks, must be mechanically recorded, sorted 
or counted. The object of the invention is therefore also a method for production of protected 
documents and a method for their mechanical authentication. 

To hamper imitation and to make forgery easily recognizable, documents are often coded 
with a protective pattern. Complicated line patterns (guilloche) are most often used, which do 
permit visual authentication, but generally are not mechanically readable. The same applies for 
protective patterns with a three-dimensional optical effect, for which no indications of 
mechanical testability are mentioned in the Examined and Unexamined Patent Applications 
(DE-AS 23 34 702 and DT-OS 26 03 558). 

Methods for dociunent protection are also known which are based on the fundamental 
idea that specific mechanically readable information or markings are applied to a document 
invisible to a forger or are concealed in it. This can be achieved, for example, by using materials 
with specific electrical, magnetic or optical properties. Such docvunent protection is not 
detectable without measurement instruments, and also cannot be visually checked without 
additional means. However, if the existence of the invisible marking is recognized by a forger, 
the hazard of forgery or imitation exists. 

Erase protection has also been proposed (DT-AS 25 30 905), in which the document is 
covered with a homogeneous protective layer free of mformation, which differs in its optical 
properties from the information printing ink and from the paper and reveals attempts at erasure in 
a reading device. All forgeries that come about without erasure, owing to the fact that alterations 
are made, for example, in the clear text of name information or numerical values written on the 
document by addition of letters or numbers, are not detected by this method. 

It is also known to produce highly forgery-proof documents by applying authentication 
information in the form of a hologram (DT-AS 25 01 604 and DT-AS 25 46 007) or an optical 
diffraction grating embossed in plastic (DT-AS 25 55 214) to a document. A difficult, unsolved 
problem is then the production of scratch-proof, nonbuckling and crease-proof holograms for 
checks and bank notes, which must simultaneously be thin, highly flexible and permanently 
wear-resistant. Since the known holographically secured documents consist either entirely of 
plastic or consist of plastic on their surface, difficulties can also arise when the documents are to 
be subsequently written on or stamped. In mass production of documents, the high production 
costs for holograms are an additional shortcoming. 

Because of the mentioned deficiencies, the previously known methods of document 
protection are either not applicable at all for certain types of documents or are not economical, or 
they only insufficiently fiilfiU their protective fimction. The task of the present invention is 
therefore to provide mechanically testable forgery protection for documents, which in a preferred 
variant, also permit visual authentication, and which can be used in all the documents defined at 
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the outset without having the mentioned drawbacks of previously known protective methods. 
Another task of the invention is to provide a method with which the production of the protection 
and its mechanical testing are possible. 

The basic idea to solve the task consists of providing the surface of the document being 
protected with an inseparable protective pattern, which contains coded authentication 
infonnation that straddles the entire surface being protected. Any alphanumeric text is suitable as 
authentication infonnation. Coding of the authentication information and the straddling of the 
surface being protected is achieved according to the invention in that the individual 
alphanumeric characters are initially replaced by the symbols of a two- or multivalue code. It is 
known from information technology that N = m" different characters can be represented with an 
N-place and m-value code. By means of a six-place binary code, for example, a total of 
N = 2^ = 64 different letters, numbers and special characters can be coded, so that each of these 
characters is represented by n = 6 binary symbols. One of m different surface patterns is now 16 
allocated to each of the m different code symbols, which are used as optical carrier signals for 
the corresponding code symbols. Each alphanumeric character or special character can therefore 
be represented by n surface patterns arranged on the surface. If the authentication information to 
be coded in the protective pattern consists of k alphanxmieric characters, a coherent protective 
pattern constructed from a total of k • n surface pattems is obtained by systematic arrangement of 
the individual surface pattems representing the code symbols. 

According to the idea of the invention, it is now proposed to superimpose this protective 
pattern on the document being protected and attaching it inseparably by appropriate means. The 
brightness values of the document and protective pattern are then combined to an overall optical 
impression similar to the known line pattern. During visual examination for authenticity, 
maiupulations of the document are recognized in damage to the protective pattem and the altered 
optical overall impression. Since the protective pattem is constructed only from well defined 
base elements, namely, the m different surface pattems, the authenticity information coded in the 
protective pattem can be mechanically decoded by distinguishing the individual surface pattems. 
A surface pattem destroyed in an attempt at forgery necessarily leads to incorrectly decoded 
authenticity infonnation, so that the manipulation is even recognized mechanically when the 
overall optical impression of the document appears unsuspicious. 

Details and additional attributes of the invention are explained below with reference to 
the drawings. 

In the drawings 

Figure 1 shows a cutout from a document without the protective pattem according to the 
invention 

Figure 2 shows a practical example of a protective pattem according to the invention 



5 



Figure 3 shows a cutout from a document protected by a protective pattern according to 
the invention 

Figures 4-9 show different examples for the surface patterns representing the code 11 
symbols 

Figure 10 shows an arrangement for automatic authentication 
Figure 1 1 shows an additional arrangement for automatic authentication 
Figure 12 shows an arrangement to produce documents with the protective pattern 
according to the invention. 

Figure 1 shows a cutout from a document that can be provided with ordinary forgery 
protective means, like watermarks, metal threads, etc. In this case, the information characterizing 
the document is applied in the form of written characters or other markings to a document carrier 
1, which can consist of plastic, but preferably consists of paper. This information consists at least 
partly of individual information 2 that distinguishes a specific document from other documents 
of the same type. In identifications, this information is mostly the identification number, 
person-related data of the identification holder, as well as issuing office and date. In Figure 1, the 
individual information 2 consists, for example, of written characters that denote the name of the 
bank, the account and the check number. It is this individual information above all that is 
threatened by forgery and should preferably be encoded as part of the authentication information 
in the protective pattern. This prevents forgery of the individual information by adding clear text 
characters, since forgery is recognized by comparison with the decoded information of the 
protective pattern. 

A protective pattern according to the invention is schematically depicted in Figure 2. It 
consists, for example, of the repeated arrangement of 4 different surface patterns 3, which 
represent the symbols of a code that is assumed to be a four-value code here. Naturally, any other 
codes, including cryptographic codes, are also usable. To reduce expense in production and 
examination of the protective pattern, a binary code is preferably proposed. 

The different surface patterns are marked in Figure 2 with different shadings and /J 
arranged so that they form a protective pattem that covers the entire document surface being 
protected. In addition to the surface patterns 3, markings 4 are provided, which are necessary for 
reading and decoding of the authenticity information contained in the protective pattem. 

Figure 3 shows a protected document 5 according to the invention, in which the 
individual information 2 is a component of the authenticity information and straddles the surface 
of the protective pattem in coded form. The inseparable cormection of the doctmient and 
protective pattem can preferably occur by overprinting of the document. Another type of 
connection is shown in Figure d as a strongly enlarged cross section through a document A thin, 
transparent plastic film 9, which was printed on its side facing the document with a protective 
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pattern according to the invention beforehand, is applied to a document carrier 1, on which 
individual information is printed in clear text by means of a very aggressive adhesive 10. The 
plastic film 9 can be joined inseparably to the document carrier 1 by pressure and heat. 

The surface pattern 3, from which the protective pattern is formed, consists, in turn, of at 
least two types of grid elements 6, 7 with different reflection and/or transmission and/or 
fluorescence properties in the visible and/or invisible part of the light spectrum. For example, 
multicolored and differently structured surface patterns can be produced that can be 
distinguished by optical means both during visual and mechanical authentication. To further 
increase the security of the protective pattern, other test methods can additionally be applied. For 
example, different surface patterns 3, which correspond to different code symbols, can also be 
made magnetically distinguishable by addition of printing inks. This prevents imitation of the 
protective pattern by an optical copying process. 

Different practical examples for the surface patterns 3 are shown in Figures 4 to 8. The 19 
boundary line of individual surface patterns can then run in arbitrary fashion, for example, it can 
be square, rectangular, hexagonal or irregular, as in Figure 7. However, those boundary lines that 
permit gapless joining of the protective patterns are expediently preferred. The shape and size of 
the at least two types of different grid elements 6, 7 are also arbitrary. 

If the written characters, markings and images of a document are also indexed, the grid 
elements 6, 7 of surface pattern 3 can be interlaced arbitrarily with the grid elements of the 
written characters, markings and images, as shown in the example in Figure 8. The grid elements 
6, 7, however, can also be superimposed directly on the printed image of the written characters, 
markings and images. The brightness values of the original printed image are then altered. To 
avoid occultations of the printed image, the brightness values, size and shape of the grid 
elements must be adapted to the document being protected. 

Particularly suitable smface pattems 3 for coding of authenticity information are specific 
orthogonal Karhimen-Loeve base functions obtained by Karhunen-Loeve orthogonal 
decomposition of the document being protected. The theory of orthogonal decomposition of 
functions is known from mathematics and is applied to signals in information technology. Details 
concerning such ad^tation of the surface pattems 3 to the documents being protected can be 
found in the article Signal Theoretic Method for Creating Forgery-proof Documents for 
Automatic Verification", Proceedings of the Camahan Conference on Crime Countermeasures, 
University of Kentucky, Lexington, 16-18 May 1979, page 10-109. 

The use of specific checkerboard Karhunen-Loeve base functions, because of the 
orthogonality of the base functions, permits, on the one hand, optimal distinguishability of the 
different surface pattems and guarantees a particularly disturbance-insensitive recovery of the /lO 
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authenticity information contained in the protective pattern. Similar results are achieved by using 
checkerboard Walsh fiinctions as surface patterns 3. 

Figure 12 shows an arrangement with which the optimal surface patterns for a document 
can be determined and a document provided with the protective pattern according to the 
invention. The document carrier 1 is scanned by line, together with the individual information 2 
being protected, by an optical system 1 1 and an optoelectronic transducer 12. The electrical 
signals corresponding to the brightness values are digitized by analog-digital converter 13 and 
decomposed to orthogonal Karhunen-Loeve base functions by means of a digital computer 14. 
Base functions whose decomposition coefficients possess the least variances are chosen as 
appropriate surface patterns. Authenticity information entered as alphanumeric text via keyboard 
25 is coded by the digital computer 14 according to a stipulated code, for example, a binary code. 
The code symbols of the authenticity information so coded are then replaced by the selected 
surface pattern and superimposed on the digitally stored brightness values of the original 
document, together with a reading mark 4. After digital-analog conversion, the protected 
docimient according to the invention can be recorded by an electro-optic converter 24 either on a 
light-sensitive document carrier or on a printing matrix. One possible application for the 
arrangement of Figure 12, for example, lies in the fact that a passport photo is superimposed with 
a protective pattem that contains the personal data of the identity holder in coded form. 
Identification forgeries by replacement of the passport photo are thus prevented. 

Figure 10 shows an arrangement for authentication of a document 5 provided with a 
protective pattem according to the invention. Except for the keyboard 25 and electro-optic 
converter 24, in whose place the alphanumeric display 15 appears, it is identical. The distinction 
of the surface pattem corresponding to the code symbols occurs in digital computer 14 by means 
of correlation detection, a method known from information technology and pattem recognition. 
In this case, the already mentioned marking 4 is used for synchronization of the scanner. After 
decoding, the information contained in the protective pattem is displayed in display 15. Forgeries 
can be recognized by comparison with the clear text printout of the document. 

Figure 1 1 schematically depicts another arrangement for authentication of a document 5 
with a protective pattem based on the principle of optical correlation. To simplify the 
description, it is assumed that the protective pattem contains binary-coded data, which are 
represented only with a single surface pattem. This surface pattem is contained in the protective 
pattem according to the code symbol positive or negative (inverted) or rotated by 90**. Document 
5 is situated in the front focal plane of lens 17 and is illuminated by a coherent Ught source 16. A 
hologram 18 of the data-carrying surface pattem is situated in the rear focal plane of lens 17 and 
simultaneously in the front focal plane of lens 19. The brightness distributions developing m the 
rear focal plane of lens 19 on a glass screen 21 contain the autocorrelation of the surface pattem 
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with positive or negative signs. To distinguish the binary code symbols in the sign of the 
autocorrelation, the glass screen is simultaneously illuminated by a coherent reference beam 20, 
which causes extinction of the brightness distributions that correspond to negative correlation 
values. The photodetectors 23 applied behind a perforated screen 22 convert the light-dark 
distribution to electrical signals that are digitized by an analog-digital converter 13 and decoded 
by digital computer 14 and displayed in the alphanumeric display 15. 

A novel protective pattern is mentioned in the invention, which offers protection against 
forgery similar to a hologram, but in contrast to holograms, can be applied by printing to a 
document and is more versatile than a hologram. The protective pattern according to the /1 2 

invention also permits visual authentication and can be protected by additional expedients, like 
magnetically active printing inks, from optical imitation. It therefore represents a significant 
expansion of previously known methods for forgery protection of documents. 




Key: 1 Account No. 
2 Check No. 
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